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ABSTRACT Network programmability has always been a topic of interest to researchers. After introducing
the concept of SDN, control-plane programmability is achieved. However, data-plane programmability
remains a challenge in the context of network programmability. Several studies have attempted to deploy
data plane programmability in different ways to accommodate and support arbitrary network protocols or
to modify the currently supported protocols’ functions. P4 introduced flexible parsing of arbitrary protocol
header fields using software-programmable switches. In this study, we propose an autonomous SDN-based
framework that achieves the same goal of flexible parsing of arbitrary protocol header fields in real-time
using software switches based on the NFV concept. We describe a method based on the proposed framework
that makes it possible to add proprietary network protocols or modify and upgrade an existing protocol.
We introduce a software switch architecture that can implement data plane programmability based on the
proposed method. In this switch architecture, the switches need not be pre-programmed to be able to parse
and process the packets rather the desired parsing of the arbitrary protocol header fields and actions for
each match are automatically programmed into the switches as needed. A proof-of-concept implementation
verifies the expected operation of the method and shows that the network can be autonomously programmed
in real-time, and new or customized protocols, above the link layer, can be deployedwithout network operator
involvement.

INDEX TERMS SDN, NFV, network programmability, data plane programmability, P4, autonomous
programmable network, software switch.

I. INTRODUCTION
The Internet has created a digital community with almost
everything interconnected and accessible from anywhere.
Despite their widespread use, traditional networks are com-
plicated to manage. It is difficult to adjust the network
based on pre-defined policies or reconfigure it to respond
to faults and changes. What makes matters even worse is
that the current network utilizes a vertically integrated archi-
tecture, where the control and data planes come together in
the routers. The design and deployment of many network
applications require flexible control that could provide better
support for advanced services in addition to basic internet
connectivity.
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In many cases, achieving these goals requires custom
packet processing in the data plane in addition to flexibility in
the control plane. However, in traditional network architec-
tures, changing anything in the IP requires the replacement
of all data plane hardware. Consequently, over the past
20-30 years, several attempts have been made to refine the
architecture of the internet network layer to provide efficient
and dynamic programming of advanced network functions.
To this end, many approaches have been explored, with vary-
ing degrees of flexibility and programmability.

In this context, Software-Defined Networking (SDN) has
been proposed, which provides network programmability
by separating network control logic from the routers and
switches, improving network control focus, and provid-
ing new capabilities for network programmability [1], [2],
[3], [4]. In SDN networks, the network control logic is
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implemented in a controller that communicates with net-
work devices. Themost popular and common communication
protocol between the controller and network devices is
OpenFlow [5].

SDN focuses on control plane programmability, whereas
the data plane is used mostly for packet forwarding with
limited programmable options according to the OpenFlow
protocol. OpenFlow only supports predefined protocols, has
limitations in the flow table fields, and cannot flexibly add
new header fields. The number of match fields has been
continuously updated to add support for new fields such as
IPv6 addresses, MPLS, and VLAN headers.

Adding new forwarding protocol features requires an over-
haul of both the switch and controller, and in the worst case,
results in a complete redesign of the switch chipset and hard-
ware. Although OpenFlow has already covered more header
fields, it has failed to support many well-known protocols.
On the other hand, as new protocols continue to emerge
(L2.5, L3, and L4 Protocols), the proliferation of new header
fields shows no signs of stopping. For example, data center
network operators increasingly want to apply new forms of
packet encapsulation (e.g., NVGRE, VXLAN, and STT), so,
according to [8] and [9] major revisions to OpenFlow stan-
dardization are expected, which makes the standard unstable
and eventually unwieldy. In addition, vendors could not wait
for OpenFlow standards to be developed. This instability
leads to a slower pace of standard adoption. For this, net-
work operators resort to deploying software switches that are
easier to expand with new capabilities. The Open Network
Foundation has not released any new OpenFlow protocol
specification since 2015, and it seems that it is not evolving
anymore, so development cannot continue in this way and
new andmore flexible solutions such as our proposed solution
are preferred.

Nevertheless, the major problems that OpenFlow-based
networks face can be summarized as follows:

1) Limitation of OpenFlow protocol in flexible packet
processing rules.

2) Dependency on the OpenFlow protocol version to iden-
tify the header fields.

3) Scalability problem (e.g., controller processing power,
flow table size, OpenFlow channel, etc.).

4) Focusing on control plane programmability rather than
the data plane programmability.

5) Inability to process new protocol headers in
packets.

6) Inability to forward packets of a customized protocol
type over the network.

7) Dependency of OpenFlow-based switches on a fixed
parsing of the header fields that supports only specific
protocols.

8) The need to change the switches when the version of
OpenFlow is upgraded.

9) Undesirable issue of rapid development and frequent
updating of OpenFlow protocol for switch manufactur-
ers and vendors.

Besides SDN, Network Function Virtualization (NFV)
enables network operators to implement network elements,
known as network functions, in software and run on standard
server hardware. Each one of these elements is traditionally
a separate hardware device operating on packets at the data
plane. For example, in a network, the existence of separated
devices such as firewalls, load balancers, etc. is common. It is
evident that the presence of separate devices for each appli-
cation is costly and has many management complexities [6],
[7]. So, NFV aims to make networks more flexible, scalable,
and cost-effective by decoupling network functions from ded-
icated hardware and running them as virtualized instances
on general-purpose servers, often within virtual machines or
containers. Implementing each of these components and net-
work functions in the network as software, called Virtualized
Network Functions (VNF), enables more efficient resource
utilization, easier deployment and management, and greater
agility in scaling and adapting network services to changing
demands, as they can be deployed, scaled, and managed
independently.

Deploying NFV is more trivial in SDN-based networks.
NFV complements SDN (and vice versa), but they are not
dependent. NFV can also be implemented without SDN,
though the integration of SDN and NFV technologies will
yield better results in function.

With the emergence of new insights such as SDN, NFV,
and data plane programming, networks are becoming more
flexible in terms of network protocols and even functions
beyond the current protocols at the network level [8], [9].

Network programmability, or more accurately, control
plane programmability has been achieved by SDN. However,
data plane programmability is still a challenge in the context
of network programmability. So, as the networks become
more flexible and more functional than before, and because
of the expectations from the new networks, new protocols are
being proposed in addition to existing ones. Being able for
network operators to utilize different protocols and even pro-
prietary protocols in their networks, gives it a great advantage
and makes it even more functional and flexible. In this case,
the network can be programmed in the data plane so it has
high flexibility to support arbitrary protocols. For this, rather
than repeatedly extending the OpenFlow specification, the
researchers have argued that future switches should support
flexible mechanisms for parsing packets andmatching header
fields, allowing controller applications to take advantage of
these capabilities. In this regard, several studies have tried
to deploy data plane programmability in the network, in dif-
ferent ways. Some of the research reported in the literature
has focused on deploying data plane programmability on soft-
ware switches, such as POF [8], and P4 [9]. In these solutions,
the boundaries of the packet header fields are programmed in
the switches by the software executed in the switch. Then the
switch identifies and parses the header fields accordingly.

Following the path of POF, and then P4 in solving the
OpenFlow problems by flexibly parsing the header fields,
in this paper, we propose a framework based on a different
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approach from POF and P4, that uses a novel method to
achieve the same goal of flexibly parsing the header fields
in the switches. We also use software switches however with
the novel capability that allows the controller to seamlessly
deploy new protocols or newer versions of existing proto-
cols in the switch. In this proposed method, unlike P4, the
switches do not need to be pre-programmed to be able to
forward packets of new protocols, instead, if a new packet
of a new protocol arrives at a switch, the parser module is
configured in real time by the controller through fetching a
set of parameters from a server and setting them in the switch.
These parameters simply identify the boundaries of the packet
header fields according to the desired protocol. Therefore,
with these parameters, the packet header fields are specified,
then the packet can be processed and routed by matching
the parsed fields and performing the corresponding actions.
Also, new actions can be fetched, in the same way to operate
on the processed packets without requiring new hardware or
manually programming the switch.

In addition, it is noticeable that the proposed method is
backward compatible with the legacy SDN networks because
it can deploy conventional network protocols and process
their packets, in the same manner.

The capability of autonomously implementing on-demand
changes in the switches results in a dynamic and adaptive
network where new protocols with arbitrary packet handling
can be deployed in the data plane. As a result, using such
switches in the network helps reduce OPEX and CAPEX by
reducing the deployment time and operating costs of changes,
as well as saving on replacement costs of the equipment itself.

In this proposed method for data plane programmabil-
ity, initially applicable to protocols above the link layer,
we achieve the following advantages:

1) The ability to quickly and easily define new network
protocols or features in existing protocols without
changing the switch hardware.

2) Independency from particular OpenFlow-based
switches that otherwise have to be changed when the
network protocol is upgraded or changed.

3) Need not to pre-define the protocols in the switches.
4) The ability to automatically deploy new protocols in the

network without involving the network operator.
5) The compatibility with current and existing protocols

in the network.
In the remainder of this paper, in section II, an overview

of related works is presented. Then the proposed framework
is described in detail in section III. An implementation of
the framework is presented in section IV. In section V some
experiments are shown as a proof of concept and the proposed
method is evaluated. Finally, sectionVI, concludes the article.

II. RELATED WORKS
In SDN networks with the OpenFlow protocol, the focus is
on control plane programmability. The data plane in these
networks merely receives match rules and action commands
from the control plane and applies them to the arriving

packets. Because of OpenFlow’s inability to flexibly add
new header fields, researchers made suggestions on how
OpenFlow should evolve in the future. Multiple new header
fields have been added to OpenFlow incrementally, and the
tables have become multipath. However, the demand to add
new header fields to support newly designed protocols and
features continues to grow. So, it has been suggested that
instead of repeatedly extending OpenFlow’s features, some-
thing should be done to make future switches support flexible
mechanisms for parsing packets and matching header fields.

Consequently, several solutions were proposed to achieve
data plane programmability some of which focused on
designing programmable switches. Some of the designed
switches are based on hardware [11], [12], [13], and some
are based on software [14], [15], [16], [17], [18], [19], [20],
[21], [22], [23]. Even some new architectures were proposed
for data plane programmable switches [24], [25], [26]. Also,
a new network architecture calledDeeply ProgrammableNet-
works was presented in [27] and [28].

Among the various approaches for data plane programma-
bility solutions, an effective one is designing data plane
languages for programming the data plane [8], [9], which
results in considerable flexibility in the network. According
to [9], recent chip designs show that such flexibility can
be achieved with specific ASICs at terabit speeds. How-
ever, programming this new generation of switches based
on these chips is very complicated because each chip has
its low-level interface, similar to microcode programming.
Therefore, some researchers believe that future generations
of OpenFlow should allow the controller to tell the switch
how to work and operate, rather than being limited to spe-
cific switching capabilities. In this way, POF [8] and P4
[9] languages have been introduced to program the network
switches arbitrarily and flexibly.

POF is a data plane programming language that aims to
remove any dependency on protocol settings in switches and
provides the possibility of implementing new functions at
the data plane. Network switches using POF do not need to
know the format of the packet and do not know about any
protocol type. However, their task based on controller instruc-
tions, is only extracting and collecting search keys from the
packet header, performing table searches, and then execut-
ing related instructions. The controller extracts the packet
header fields through a sequence of public key collection
and search instructions in the table, so the packet parsing
is directed by the controller through a sequence of generic
key assembly and table lookup instructions. A search key is
simply defined by one or more tuples {offset, length}, where
the offset represents the start bit of the key in the packet,
and the length represents the number of bits of the key. The
southbound interface defined in POF, can be treated as a
promising enhanced version of OpenFlow. The limitation of
this method is that it still depends on a set of instructions sup-
ported by the switch. Therefore, it is not possible to perform
operations and processing on packages that are not supported
by existing instructions. Considering these limitations, amore
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comprehensive solution is required to deploy a desired proto-
col and perform a desired operation in a convenient software
environment without the need for specific hardware or soft-
ware that supports particular instructions.

P4 is a high-level programming language to program
protocol-independent packet processors, that works in con-
junction with SDN control protocols like OpenFlow proto-
col [9]. The idea of P4 is that, rather than have the switch
tell us the limited set of things it can do, P4 gives us a
way to tell the switch what it should do, and how it should
process packets. P4 lets us define what headers a switch
will recognize or parse, how to match on each header, and
what actions we would like the switch to perform on each
header [29]. In other words, P4 defines new parsers in the
switches to be able to parse the packet header fields of new
packets to match their values with the flow table entries. The
flexible parsing in P4 is done by programming the switches.
In SDN-based networks with OpenFlow, P4 tells the switch
how packets should be processed and creates the flow tables
while OpenFlow is still used to fill the flow tables. In this way,
OpenFlow and P4 can work together. While OpenFlow is
designed for SDN networks in which the control plane is sep-
arated from the forwarding plane, P4 is designed to program
the behavior of any switch or router, whether it’s controlled
locally from a switch operating system, or remotely by an
SDN controller [29].

When designing the P4 language for hardware-based
switches three goals were intended: (1) reconfigurability,
which is achieved by the ability of programmers to deter-
mine the method of parsing and processing packets in the
switch, (2) protocol independence, and (3) target platform
independency, which enables the programmer to program
data plane independently of existing hardware specifications.
This means that the compiler should take care of the details
of the switch and consider its capabilities while compiling
the controller program to a switch program. Later, to better
achieve the P4 goals, they introduced a new programmable
software switch, called PISCES [18] that supports the P4
language and can run the compiled programs of P4. Recent
reports on designing software switches [30], [31], [32], [33],
[34], [35], [36], [37], [38], [39] show that software switches
on sufficiently high link speeds can achieve desirable process-
ing speeds. But, with all the benefits that P4 has, it lacks an
autonomous approach to program the network automatically
without network operator involvement which requires more
time and effort.

BPFabric [10] is another SDN-based architecture for
implementing arbitrary functions at the data plane that cannot
be achieved usingOpenFlow, ranging from traditional routing
and forwarding functions to more complex middlebox-like
functions, such as statistic gathering and reporting, packet
tracing, network telemetry, load balancing, and anomaly
detection. BPFabric operates independently from protocol,
target platform, and language. Functions are implemented
through a High-Level Language (HLL), then converted to
eBPF instructions through the compiler and installed on the

switch. However, one of the limitations of this approach is
that it is still dependent on a set of instructions, and the
operations need to be supported by the instruction set.

Following these proposed methods, a programmability
enhancement for SDN networks using POF was reported
in [40]. In this method, POF is leveraged to enhance the
network programmability further such that the forwarding
plane becomes protocol-independent and can be dynamically
reprogrammed to support new protocol stacks seamlessly.
They achieve this by developing a POF controller, using
the POX controller with some additional features added to
it, and designing and implementing a software-based POF
switch, by leveraging the Intel data plane development kit
(DPDK) [41].
PNPL [42], is a framework at the control plane for pro-

gramming the entire SDN POF data plane, that allows
users to program high-level network policies over the data
plane. PNPL provides an easy-to-use programming paradigm
that includes a header specification language and a set of
protocol-agnostic programming APIs. With PNPL, a pro-
grammer can arbitrarily define network protocols and com-
pose network policies over the self-defined protocols with
high-level abstractions, without the need to configure indi-
vidual POF switches explicitly, but only describe the protocol
header formats and network-wide forwarding policy. PNPL’s
runtime system takes the user program as input and automat-
ically produces and maintains forwarding pipelines in POF
switches. The pipeline efficiently parses the self-defined pro-
tocol headers and enforces the programmer’s network policy.

In all of the proposed methods, there is a common lim-
itation which is that the networks must be programmed in
advance to send packets, and if a packet from a new and
arbitrary protocol arrives at a switch that has not been pro-
grammed before, the packet cannot be processed.

Compared to the above solutions the framework and the
switch architecture proposed in this paper aim to remove the
hardware limitations and programming instructions depen-
dency for the parsing of the packet header fields by running a
software-based parser module with adjustable parsing bound-
aries which are configured automatically in the switch by the
controller on the fly as needed, and alongwith the deployment
of custom softwaremodules, to define the new protocol on the
switch.

III. PROPOSED FRAMEWORK
This section describes the proposed framework to achieve
autonomous data plane programmability. As the basis of the
proposed framework, an SDN-based network is considered
with a controller that manages the switches in the data plane.

The proposed framework consists of multiple layers that
are described briefly in section A as a high-level view of
the framework, then each layer is described consecutively
in the 3 subsections B, C, and D. Then the packet structure
considered in this framework is introduced in subsection E.
After that, a simple scenario about packet processing and
forwarding is described in subsection F to show the steps
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it takes for a packet to pass the network. Finally, the use of
the NFV concept in the proposed framework is justified in
subsection G.

A. HIGH-LEVEL VIEW OF THE FRAMEWORK
We introduce an NFV-based service layer on top of the
existing SDN network, as seen in Fig. 1, called the Protocol
Definition Layer (PDL). PDL consists of an overlay net-
work of Protocol Repository server (PR) holding information
about any network protocol, old or new, that is expected to
be needed by the network along with their related actions
that can be executed on the packets in the switches. The
controllers access the PR when needed and get the required
protocol information, including the Packet Parser parameters
(PP). PP consists of the parameters needed to identify the
header fields of the packets, whose role is to define and parse
the packet header fields of the respective protocol. Because
each protocol has its own header fields, so each protocol has
its own parameters.

The traditional control plane of the SDN networks in this
framework has the extra capability to allow the addition of
new protocols by defining their parsing parameters, their
match rules, and related actions. The parameters and match
rules and actions for a new protocol are programmed into the
control plane as a VNF. The parser module is executed with
these parameters in the controller where it operates solely
on the first received packet of any new flow that is used to
determine the route.

The switches in this framework are also programmable by
configuring their packet parser’s parameters. These param-
eters are programmed into the switches by the controller.
In addition, the match rules and their related actions are also
programmed into the switches as VNFs. The parsing module
on the switch with the parameters acts on every incoming
packet of the same protocol type to match it with the flow
entries in the flow tables. This parser supports various actions
performed on the incoming packets for different purposes
according to the relevant network protocol. The proposed
network switches used in this framework are software-based
switches that provide considerable flexibility in the network.
As mentioned earlier, according to recent studies desirable
processing speed can be achievedwith software switches with
sufficiently high link speeds, therefore, the proposed switches
can be used in all access networks and most enterprise net-
works where data plane programmability and flexibility are
needed the most.

Briefly, the control plane in this framework is programmed
based on the concept of Network Function Virtualization
(NFV), so that the actions and instructions performed on the
packets of a specific protocol can be added as a VNF to
the controller. Then, the network switches in the data plane
are programmed by the controller to handle new protocols
and perform new actions and instructions over the passing
packets.

The communication between the controller and the
switches is done through an appropriate communication

FIGURE 1. Proposed high-level framework.

protocol, somehow similar to OpenFlow in terms of its mes-
saging system that supports our proposed features.

For simplicity, initially, we focus on arbitrary protocols in
the layers above the link layer assuming that Ethernet is used
in the link layer. Nevertheless, Ethernet is the dominant and
common link layer protocol at least in wired networks and
main network technologies nowadays rely on using Ethernet
protocol [43], [44]. So, the packets are expected to have the
same layer 2 header (Ethernet header) as in the traditional
packets whose ‘‘ethernet type’’ field is used to identify the
protocol type of the next layer. So, the switches should have
the Ethernet protocol module built-in to have the ability to
process the Ethernet header of the incoming packets.

In practice, when a packet with a new protocol type arrives
(like MPLS, VXLAN, NVGRE), the switch identifies its
protocol type through the ‘‘ethernet type’’ field included in
the layer 2 header and then sends it to the corresponding
parser. But if this protocol type is not yet defined, the switch
requests the relevant protocol PP from the controller. The con-
troller extracts the protocol type ID from the packet, coded
in the ‘‘ethernet type’’ field, and fetches its corresponding
parameters from the PR. Then, it runs the parser module to
process the packet using the received parameters that specify
its fields and consequently determines the path. After that,
the controller sends the received protocol parser (PP) to the
switches on the path. The switches also store the PP and use
it to parse and process packets of that type.

B. SWITCH ARCHITECTURE
The proposed switch used in this framework is a software
switch that runs a set of modules to process the arrived
packets. The first one of these modules is the built-in module
to parse the layer 2 header, especially the Ethernet header, and
extract the ‘‘ethernet type’’ field to specify the protocol type
of the next layer. The second module is the parser module
that gets parsing parameters as input to identify the next
layer header fields. The other modules are the instructions
and actions performed on the packets. Some of these actions
are generic actions that are designed with a switch and per-
formed in all types of packets (e.g., forwarding packet to
output port) and some of them are custom actions that are
performed on corresponding protocol, according to its fields.
These custom actions are loaded from the PR server when the
protocol is deployed on the switch. A separate memory space
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FIGURE 2. The block diagram of the proposed switch.

is dedicated to each protocol for maintaining a table of flow
entries containing matching fields and their relevant actions.

The main building blocks of the proposed switch archi-
tecture are illustrated in Fig. 2. As can be seen, the switch
comprises the layer 2 parser to parse the layer 2 header,
especially the Ethernet layer header, and fetch the protocol
ID from the ‘‘ethernet type’’ field, a protocol type iden-
tifier module with a protocol identifier table for detecting
the protocol type of received packets using ID, and several
stored processing parameters, called Packet Parsers (PPs),
for parsing the packets’ fields. Also, attached to each PP, the
memory space needed by the module where the flow tables
are stored is shown.

With the arrival of the first packet of any protocol type, the
Ethernet layer is parsed and the protocol ID is fetched. If the
protocol is not previously defined, a copy of the packet is sent
to the controller requesting the PP of this type of packet. Then
the switch receives the PP from the controller and stores it.
Flow tables according to the new protocol are also created and
stored. The protocol identifier table is also updated, adding a
new protocol type along with the protocol ID code. Then with
the arrival of the next packets of this type of protocol, the
switch will be able to parse and process the fields of those
packets. The parsed header also has a field that specifies the
next layer which also in turn may require its specific parser
that can be fetched in the same way recursively. While in
this paper we will focus only on the protocols between layers
2 and 3 as proof-of-concept examples.

In summary, for the switch to handle the protocols, old or
new, the switch should have the corresponding PP, and if it
is not deployed in the switch yet, the switch will request it
when required, so, when each packet enters the switch, its
protocol type is specified using the protocol type identifier
module. Then it is sent to the parser module with the corre-
sponding parser parameters. Finally, the fields are specified
and assigned to the relevant pipelines along with Ethernet
header fields for matching, and the corresponding action of
the matched field in the flow entry is applied.

The switch operation process on each incoming packet is
shown in the flowchart in Fig. 3.

C. CONTROLLER MODULE
The controller in the proposed framework not only performs
the normal functions of conventional SDN controllers, but it

FIGURE 3. Flowchart of the operation process inside the switch.

also performs some additional and specific basic functions
required for the data plane programmability using a dedicated
module. These specific functions are, Protocol Identifier that
detects the type of the protocol of incoming packets and
sends them to the corresponding PP, Protocol Fetcher that
fetches the required PPs from PR and stores them locally by
sending a request to the PR and waiting for the reply through
the Northbound Interface, the Protocol PPs, and the Data
Plane Programmer that programs the switches by sending the
fetched PP to them through the Southbound Interface. Fig. 4,
shows the block diagram of the proposed controller module.
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The main task of the controller module is programming the
software switches. For this purpose, after fetching and storing
the required PP, the controller updates the protocol identifier
table by setting the address of the PP for this new type of
packet and sends a copy of this PP to the network switches
through the communication protocol. Briefly, this controller
module adds the PP to the switch and allocates memory for it
to have the ability to parse the new type of packets. It is worth
noting that the controller module refers to the PR server only
once for each new protocol, since the controller after getting
the new protocol parser, saves it andwill not refer to the server
again. Also, the switches will not refer to the controller for
this issue after getting the parser.

One of the basic operations of any SDN controller is
routing. Hence, the controller eventually performs routing
based on the packet header fields specified by the related
PP. Furthermore, to fill the flow tables in the switches in the
network, the controller must find the route and then add the
considered packet information in the tables of the switches
across the route as a flow entry. So, after making routing
decisions using PP, the controller generates a flow entry to
match the correspondent packets and sends it to the switches
on the path to add it to their flow tables.

D. PROTOCOL REPOSITORY (PR)
Protocol Repository is an NFV-based server that is used for
maintaining the packet parsers (PPs) for all protocols used
in the network. To introduce a new protocol, it is required to
register its PP in the repository server. A unique protocol ID
is assigned to each PP through this registration.

To register a new custom protocol in the PR, the protocol
designer must register its PP in the repository along with
its custom actions. Then the repository assigns an unused
protocol ID (PID) code to it. The assigned PID code is listed
in the table and is considered an ID code for the new protocol.
After that, when using this protocol, the relevant PID code
must be indicated in the packet’s header. Also, if an update or
new version for an existing protocol is released it will take
a new ID as happens in the traditional network (e.g. IPv4
and IPv6 each get a new code that is 0 × 800 and 0 × 86DD
respectively).

Briefly, the PPs of various protocols are stored in this
repository and accessed through the ID code assigned to the
protocol in the registration phase. Each packet must contain
this ID in the ‘‘ethernet type’’ field in its header, indicating
its protocol type.

To fetch a PP from the PR, each controller has to recognize
the repository server and send it a protocol lookup request
using the PID. If the requested protocol is found, it will be
sent to the controller as a response, while if it is not found,
that means that the requested PP is not registered yet, an error
message response is sent to the controller.

The PR can be incorporated with the controller in enter-
prise or local networks, especially for proprietary protocols.
For a broader scope for global protocols and coverage,

FIGURE 4. Proposed controller block diagram.

FIGURE 5. Packet structure of a new designed protocol.

a cloud-based approach or any implementation of the PR as
an overlay will be necessary.

E. THE PACKET STRUCTURE
In the proposed framework the switches can process packets
of an arbitrary network protocol by adding the PP of the proto-
col to the PR. The PP specifies the header length and its fields,
which vary according to the protocol. For example, MPLS,
VXLAN, and NVGRE packets each have different header
fields and lengths from others. The software implementation
of the switch should flexibly support the arbitrary size of the
packet, its header, and the header fields.

A typical packet’s structure is shown in Fig. 5. As seen
in the figure, the packet has the conventional Ethernet layer
and IP layer headers, with another layer’s header between
them, which is designed based on the concept of the desired
protocol defined by the protocol designer. It can include any
arbitrary fields according to the designer’s intent and goal.
Some of these fields are used to route the packet across the
network.

The ‘‘ethernet type’’ field in the Ethernet header of the
packet is suggested to be reused for the PID code to be
added to the packet. The PR assigns the unused codes of
the ‘‘ethernet type’’ field to new protocols. In this way, the
header fields defined in the next layer header of the packet
are processed using the PP related to the specified PID code
that is invoked to extract the fields of that layer.

F. PACKET FORWARDING SCENARIO
Here, according to the flowchart in Fig. 3, we describe the
scenario of packet processing and forwarding, which occurs
in the proposed framework, in steps as follows:

1) The first packet of the flow enters the switch.

VOLUME 12, 2024 148733



A. Khater et al.: NFV-Based Framework for Autonomous Deployment of New Protocols in SDN Networks

2) The Ethernet header is parsed and the PID that exists in
the ‘‘ethernet type’’ field is fetched.

3) The protocol type identifier module specifies the pro-
tocol type of the packet (flow).

4) If the protocol type is not previously defined in the
switch, the packet is sent to the controller along with
a request for PP for this protocol type.

5) The controller specifies the protocol type of the packet
and fetches its PP from the PR server if available.

6) The controller also performs the routing mechanism
and makes decisions on actions required for these types
of packets (flow).

7) The controller sends the required PP of this packet to
the switch; then, the PP is stored in the switch.

8) The controller sends the matching fields for these pack-
ets (flow) with the required action(s) to the switch(es)
and inserts them into the corresponding table.

9) On the other hand, in step 4, if the protocol type is
already defined in the switch, the packet is sent to
the parser module along with the corresponding PP
parameters for processing and extracting the fields.

10) After the fields are extracted, they are matched with the
flow entries in the relevant flow tables.

11) If no match is found with the flow entries in the tables,
then the packet is sent to the controller to be routed.

12) The controller performs routing andmakes the required
decision for that packet and the subsequent packets of
the same flow.

13) The controller sends the matching fields for packets of
this flow with the required action as a flow entry to the
switches and inserts them into the corresponding table.

14) Then the fields are matched with the flow entries.
15) If matching occurs, then the action(s) intended for these

packets of the flow are applied.
16) However, if the required PP is not found in the PR, the

packets of that type will be dropped.

G. NFV CONCEPT IN THE PROPOSED FRAMEWORK
In the proposed framework, the concept of network function
virtualization has been used to deploy new network proto-
cols and their related actions in the controller. The network
protocols deployed in the controller are also deployed in the
switches by the controller and the related actions are used in
the switches to be performed on the passing packets.

In OpenFlow design, actions are added to the flow entries
in the flow tables in the switches, and executed on the
matched packets. In this case, new actions come with new
releases of the OpenFlow, and the switch implementation
should be updated and changed to support these new actions.
In our proposed method, there is no need to change the switch
because these actions are software-based modules related to
the PP of each protocol, and they can be added or updated at
any time.

This model of performing various actions on matched
packets makes the network more flexible such that it can

support changes on protocols and adding new actions without
changing the switches.

IV. IMPLEMENTATION ISSUES
In the implementation of the proposed switch architecture, the
switch should be able to read the packets from the network
card, which in turn, needs low-level access in the hardware,
and then process them according to the relevant protocol.

Consequently, the switch reads the packets’ bytes from the
network card, then extracts the fields using its related parsing
module and applies the specified action(s) by matching the
fields with the flow tables.

We implemented the proposed switch using the DPDK
library, which can be used in several environments. Using
DPDK, we developed a module with 2 functions, to send and
receive packets in bytes to/from network card (port). Along
with that module, we developed a component in the switch
that uses the developed module and assigns an instance of
it in parallel (using a thread) for each port in the switch.
Besides that, the parser module, which is used to extract and
process the packets using parameters, exists and is considered
as a class, that consists of 4 sub-classes: (1) extracting fields
from the packet (parser), (2) encapsulating fields on a packet
(packet builder), (3) processing the packet in the switch
(matcher), (4) processing the packet in the controller (router).
The processing function class in the switch, that is called
matcher, is used formatching the fields of the packets with the
flow tables and only exists in the switch, while the processing
function class in the controller, that is called router, is used
for routing the packets and only exists in the controller. The
parser’s parameters, which we named them PPs, are stored
in the PR. An example of these PPs that is related to the IP
protocol, can be found in [45].

As a result, the proposed switch that we call NSwitch is a
fast and flexible programmable software switch with a class
for each protocol that consists of the required parameters
to process the related fields. The switch is programmed by
defining new classes. For each class, the related PID code is
added to the identifier table in the switch and the related PP is
added as a class to the class list. The implementation source
code of the proposed switch is available in [46]. In this switch,
the dependency on compilers is removed and a dynamic
storage to store protocol lists, as well as flow tables, is built
in. With these dynamic tables, which can be seen in Fig. 6,
each row of the tables can be managed by the controller in the
SDN infrastructure, and finally, this feature makes it possible
to add/edit/remove protocols in real time.

As it is depicted in Fig. 6, each row of a protocol table
consists of two parts. The first part is the key, which contains
a unique code, and the second part is the value part, which
consists of information about the protocol layer number, the
layer structure, the location of each part of the layer in the
match-action table, and a number which indicates whether
there is a next layer to extract or not. After we extract the
packet completely, we should match the packet fields with
the match fields in the table in Fig. 7.
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In the flow table in Fig. 7, there is a key and value, where
the key is the hash of the value, while the value contains
two parts that are the match and the operation that should be
performed on that packet. The numbers represent the number
of bits for each header that are used in the matching process.

Also, multiple techniques have been used in the imple-
mentation of this switch to achieve a very high speed and
eliminate possible overheads. These techniques include:

1) Using pointers to avoid packets being copied at each
stage.

2) Extracting only part of the layers that are needed for
routing.

3) Calculating the checksum of packets only in the output
port.

4) Optimizing coding techniques such as using move
semantics.

Over the network consisting of proposed switches,
we implemented the proposed controller to control the
switches. The proposed controller has the same PPs required
in the switch, for extracting and processing the packets of
defined protocols. One of these modules, which is specific
for the controller is a module to find out the destination and
route the packets. So, to route a type of packet, the protocol
type should be identified. To identify the protocol type of the
packet, the controller uses the identifier table and finds the
required protocol. After that, the controller has all the data
needed to process the packets of defined protocols to make
routing decisions.

Also, we implemented an essential element in the proposed
framework, which we named PR, which stores all the defined
network protocols. In PR, there is a table to identify the
protocols. The table is formed of 2 fields: (1) the protocol
type ID that is used in the ‘‘ethernet type’’ field in the Ethernet
header of the packet, and (2) the PP of the protocol along with
its related actions which are designed by the protocol designer
who wants to use it in the network.

However, a third field can be added to the table to specify
the layer that the desired protocol is proposed for, so more
layers can be supported hierarchically, and the match-action
process can be performed on them. For example, in the case
of IP/MPLS, the MPLS layer can be deployed in addition to
the IP layer, and in the case of SST, the SST layer can be
deployed in addition to the Transport layer.

Finally, in the proposed framework, the communication
between the switches (data plane) and the controller (con-
trol plane) is done through an appropriate communication
protocol, somehow similar to OpenFlow in terms of its mes-
saging system, with newmessages and features to support our
proposed framework. In the communication protocol, both
sides use standard messages to have the ability to exchange
data with each other. We propose a generic communication
protocol to make communication between the controller and
switches independent of the network protocol design and its
parsing fields and actions. We suggest two significant types
of messages in this protocol that are sent from the switches
to the controller: (1) PP-request to request the PP of the new

FIGURE 6. Protocol table example of the new designed switch.

FIGURE 7. Flow table example of the new designed switch.

protocol for the newly arrived packet when its PP does not
exist in the switch, (2) Route-request to request the packet’s
intended route in the network if its PP exists in the switch.
However, other types of exchanging messages between both
sides are assumed to be as in a generic communication pro-
tocol. In general, the communication protocol is independent
from the proposed framework and its implementation is sim-
ilar to the existing messaging framework in OpenFlow with
some new message types added to it that need to be designed
accordingly.

V. PROOF OF CONCEPT AND FUNCTIONAL EVALUATION
As a proof-of-concept and to demonstrate the proposed
method’s functionality, we designed a small network consist-
ing of 7 switches, a controller, a PR server, and two hosts. The
designed network is shown in Fig. 8. Initially the switches
just have a layer 2 parser. However, it is supposed that the
required protocols are registered on the PR and an unused
PID is allocated to each one of them, and their PPs are saved
on the PR server connected to the network.

We ran tests using virtual servers that execute the switch
program code as switches and a separate server as the con-
troller on which the controller program code is executed.
In addition, the PR is deployed in another server that main-
tains the PPs.

In the test scenarios, H1 wants to send packets with the
desired protocol type to H2, so after setting the IP header
fields, it sets the Ethernet header fields with the related PID
code in the ‘‘ethernet type’’ field. When the first packet
arrives at S1, its Ethernet layer is parsed, and the protocol
type ID is fetched, but because the switch does not have the
required PP, it sends a request to the controller to get the
desired PP. The request is sent by a packet that consists of
a copy of the arrived packet, the request type, and the ID of
the requested protocol type (PID). The request type in this
case is 0, which shows that the PP of the specified protocol
type is requested, and the arriving packet needs to be routed.
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FIGURE 8. Designed network to evaluate the proposed framework.

If the request type is 1, it indicates that the arrived packet only
needs to be routed.

In this case, because the request type is set to 0, assuming
that the controller does not have the requested PP, it sends
a request to the PR server and gets the desired PP. Then,
by using the PP, the controller finds the route of the packet and
sends the PP along with the related flow entry to the switches
on the path to forward the packets of the flow. The switch
stores the PP, updates the protocol identifier table by adding
the new protocol ID, and sets the flow entry on the flow table.
The selected path, specified by the routing algorithm (e.g.,
Dijkstra) that is run in the ‘‘Process Class’’ that exists in the
parser module, is passed respectively through S1, S4, and S5.

A. FIRST EXPERIMENT
In the first experiment, traditional IPv4 packets are sent to
the network. As we know the ‘‘ethernet type’’ field of IPv4
packets is equal to 0 × 800. When the first packet arrives at
the first switch on the network, the switch can only parse the
Ethernet header and does not have the IPv4 header parser to
process it, so after fetching the PID that exists on the ‘‘ether-
net type’’ field that is, in this case, equal to 0 × 800 it sends
the packet to the controller with a request for its L3 parser
(that is, in this case, IPv4 parser). Then the controller fetches
the relevant parser parameters (PP) from the PR and sends
them to the switches on the network, enabling the switches
to process this type of packets. As a result, the packets pass
through the network as expected.

As we can see, we assumed that the IPv4 protocol is newly
designed and did not exist in the switches before, then after a
new packet of that type arrived in the network, ipv4 protocol
is fetched from the PR and added to the switches in the
network, so the arriving packets could be processed and pass
the network.

If our network were a traditional OpenFlow-based network
with OpenFlow switches, it would not be able to support new
protocols without releasing a new version of OpenFlow and
changing the switch hardware. Also, if our network were a
P4-based network, although we can define the new protocol
of the arrived packets in the switches, it would not be able to
fetch and define the newly designed protocol in real-time and
automatically, as the packets are passing. Instead, the protocol
should be defined in the switches beforehand alongwith some
effort from the network operator.

FIGURE 9. Time spent and process steps of the first arrived packet to the
proposed framework.

FIGURE 10. Time spent and process steps of the next arrived packets to
the proposed framework.

To compare the functionality and performance of the pro-
posed framework against OpenFlow-based SDN networks,
we create the same network using OVS and floodlight con-
troller, then some packets are sent from H1 to H2.
As we can observe from the log taken from the switches

in the proposed method, shown in Fig. 9, the switches were
able to process and forward the packet until it reached the
destination. In addition to the processing steps, the figure
shows the time spent to fetch the required PP and process the
packet. The steps shown in this figure are only applied over
the first packet of the flow whenever the required PP does not
exist.

Fig. 10, shows the steps taken and the time spent to process
and forward the subsequent packets of the new protocol after
it is added to the switches.

The log taken from the switches in the OpenFlow-based
network are shown in figures Fig. 11 and Fig. 12.

The time spent for the first packet of the flow to reach the
destination in our proposed framework, as shown in Fig. 9
is 20.109 milliseconds (ms), while in the OpenFlow-based
network it is 13.116 ms, as shown in Fig. 11. The addi-
tional delay in the proposed method is due to the process
of retrieving the parser from the PR, which happens only
once when the switch and controller do not have the parser.
After that, as we can see from figures Fig. 10 and Fig. 12
the time spent for the subsequent packets in our proposed
framework is less than that of the first packet and is very
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close to the one in the OpenFlow-based network. So, there
is only a small overhead in the case that the related protocol
does not exist in the switch, so it should be fetched from
the PR, and this case happens only after defining the new
protocol, especially since the network is assumed to be fixed
and not with dynamic behavior. Therefore, this overhead can
be considered insignificant because we rarely have a newly
designed protocol in fixed protocol networks.

Similarly, the main difference between our proposed
framework and the P4-based network is in the protocol
deployment stage. In our proposed method the protocol is
deployed automatically, while in P4 the protocol should be
deployed and added to the switches by the operator. After
this stage, the packets of a newly deployed protocol type can
be processed and forwarded in both networks in a similar
manner.

So, in reality, supporting new protocols in our proposed
method is faster than others, because the time required to
deploy a new protocol in our framework is only a few mil-
liseconds and it is done automatically (for the above example
it is approx. 7 ms), so the operator involvement and effort
required is none. While the effort required in a P4-based net-
work depends on the number of the switches that need the new
protocol to be added to them and their locations, which causes
spendingmore time than our proposedmethod.Moreover, the
operator involvement and effort needed to add a new protocol
to the switches in the traditional OpenFlow-based network is
not comparable, since, the OpenFlow should be changed and
updated first then the switches should be replaced with ones
that support the new OpenFlow version.

In addition, in the scenarios of frequent changes in the
protocol, if we want to compare the deployment time order of
these changes between our proposal and other works, we also
can see that our time order is in milliseconds in the worst case,
but for the other works, it takes seconds to compile, upload,
and deploy a new protocol in the switch.

B. SECOND EXPERIMENT
In the second experiment, traditional MPLS packets are sent
to the network. The ‘‘ethernet type’’ field of MPLS packets
is equal to 0× 8847. When the first packet arrives at the first
switch on the network, the switch not knowing the MPLS
header parser to process it, fetches the PID of the next layer
that exists on the ‘‘ethernet type’’ field that is, in this case,
equal to 0× 8847 and sends the packet to the controller with
a request for its parser (that is, in this case, MPLS parser).
Then the controller fetches the relevant parser (PP) from the
PR and sends it to the switches on the network, enabling them
to process this type of packet.

This example shows the difference between our proposed
framework and the traditional networks. When the MPLS
protocol was proposed first, the existing routers could not
process it. So, the manufacturers changed the hardware and
the software of the routers adding this new feature. Also,
in OpenFlow-based networks, especially in the early ver-
sions of OpenFlow, the switches did not support MPLS,

FIGURE 11. Time spent and process steps of the first arrived packet to
the OpenFlow-based network.

FIGURE 12. Time spent and process steps of the next arrived packets to
the OpenFlow-based network.

after that, the OpenFlow version was updated and manu-
facturers changed the switch design to support the updated
version of OpenFlow, then the new switches were able to
process MPLS header. In P4, although the MPLS protocol
can be easily defined without changing the switch, it should
be programmed and added to the switches by the operator
beforehand.

In our proposed method, there is no need to change the
devices in the network and there is no need for the network
operator involvement because new protocols can be deployed
in the switches in real-time automatically as the packets are
passing through the network.

C. THIRD EXPERIMENT
In the third experiment, a new protocol is designed and
registered in the PR. The newly designed protocol for this
evaluation is assumed to be a protocol that exists between
layer 2 and layer 3 and consists of 3 fields X, Y, and Z.
In this test, the packet’s structure in the designed protocol is
shown in Fig. 13. As can be seen in the figure, this packet has
conventional Ethernet and IP layer headers while it also has a
new layer header between them, which is designed based on
the concept of the testing protocol used in this experiment.
The fields considered in this test are the hostname of the
destination, the hostname of the source, and the type of the
next layer respectively.

In this test scenario, inH1 after setting the IP header fields,
it sets the value of the ‘‘Destination Name’’ field to 2 and the
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FIGURE 13. Packet structure of the test protocol.

value of the ‘‘Source Name’’ field to 1, then it sets the Ethernet
header fields with the related PID code in the ‘‘ethernet type’’
field. Then, it starts sending packets with the desired protocol
type to H2. The network in this experiment acts similarly
to the first and second experiments, also the steps and time
spent for the packets to pass the network are similar to what
is shown in figures Fig. 9 and Fig. 10. In addition, as the
previous experiments and protocols, the new header fields
can be involved in the decision-making process. However,
as mentioned before, the routing process is handled in the
controller only for the first packet of a new flow and if this
packet involves a new protocol there will be an extra overhead
due to the PP installment.

After the optimizations made on the proposed switch soft-
ware, we were finally able to reach the speed of 13.128 Gbps
for 64-byte packets, which is equivalent to 20 million packets
per second (PPS), in the infrastructure where our existing
network is 60 Gbps. In terms of the maximum rate that can be
processed, we were able to fill the entire 60-Gbps link with
1500-byte packets. In this way, with better infrastructure,
theoretically, 100-Gbps speeds can also be achieved [35],
[36], [37], [38], [39].

In addition to the mentioned experiments as existing use
cases, any desired protocol (new or traditional) can be defined
in the proposed method without any administrative involve-
ment, such as Google’s QUIC, Tencent’s HARP, and so on.
The only involvement the human should do is define the
parameters to process this type of packet as a class and
register it on the PR.

VI. CONCLUSION
Network programmability has long been an attractive objec-
tive that is now partially met by SDN, mostly in the control
plane. A flexibly programmable data plane is still an active
research topic.

In this paper, a new NFV-based framework was proposed
for SDN networks that makes the data plane autonomously
programmable using software switches. Using the method
proposed based on this framework, new and customized net-
work protocols can be autonomously deployed in the network
without the intervention of the operator and without the need
to replace the network devices or change the switch hardware
for new protocols.

In the context of the proposed framework a software switch
design, and a controller definition were proposed, and a

protocol repository was suggested that can be used to provide
newly defined protocols with their actions based on the NFV
concept. The desired protocol’s actions are deployed in the
controller similar to a VNF and then they are deployed in the
switches by the controller. The same concept is extended to
modify and update the match-action fields of the previously
deployed protocols in the switches by the controller. Other
than these capabilities the controller is similar to the tradi-
tional SDN controllers with the same functions.

Briefly, in our proposed framework, network switches do
not need to be pre-programmed to forward packets, new
protocols only need to be registered in the Protocol Repos-
itory in the PDL. Based on this, with the arrival of the
first packet of any protocol type, if the protocol type is not
recognized as a previously defined protocol, a copy will be
sent to the controller requesting the PP of this type of packet.
Then the controller fetches the PP from the PR and sends it
to the switches. After that, the switches receive the PP from
the controller and store it in their modules list. The protocol
identifier table is also updated, adding a new protocol type
along with the protocol ID code. Then with the arrival of the
next packets of this type of protocol, the switches will be able
to parse and process the fields of these packets.

A proof-of-concept implementation of the proposed frame-
work showed that the proposed method works well as
expected and can deploy an arbitrary protocol autonomously
in the network controller and switches, and as a result, can
process and forward packets of the new protocol throughout
the network.

Based on the functional evaluation, we can see that the
proposed method has achieved the desired advantages as
expected. The evaluation shows that we can define new
protocols, modify them, or add new features to them, and
pass the packets of any protocol type (a new protocol or
an existing protocol with new features) from the network
without replacing the switches. And all of these are done
without the network operator’s involvement.

On the other hand, we can see that this proposed method
does not have the limitations of other methods. As we pre-
viously mentioned, POF still depends on a set of instructions
supported by the switch, and specific hardware is also needed
to support these instructions, while our proposed method
does not depend on switch instructions nor needs specific
hardware, it depends on a software class that runs in the
switch to parse the passing packets. However, although P4
can define new protocols without the previous limitations,
it still requires the network operator’s involvement to pro-
gram these protocols in the switches and it should be done
beforehand and prior to the arrival of the new protocol
packets.

In terms of performance, deploying the new protocol in
the switches on our proposed framework happens only for
the first packet of the newly designed protocol that arrives
at the switch. We showed that the delay in this case is in
an acceptable range especially in comparison with P4-based
networks that have more operator involvement and effort,
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however, in either case, this delay is not something that affects
the data plane performance.

So, our proposed method’s contribution compared to solu-
tions like P4 is mostly in the protocol deployment stage.
However, P4 is proposed to work in traditional networks in
addition to SDN, while our proposed framework is designed
for SDN-based networks.

In SDN networks, running network functions on a packet
can be performed in the controller, but sending the packets
to the controller causes a significant delay in forwarding the
packets through the network in addition to the delay that can
be caused by processing them at the controller. Also, send-
ing several packets to the controller to perform the required
function on them leads to a bottleneck at the controller.
While some other network functions have to be performed
on the data plane as packets are passing through network
devices (Like In-band Network Telemetry (INT)). Therefore,
the NFV concept used in this framework can be extended to
support any desired packet processing (network functions)
in the data plane, as VNF, when the packets are passing
through the switches, as was expected originally by the idea
of Active Networks [47], [48], [49], given that the pipeline
timing can be flexibly adjusted to accommodate the new
processes. However, this feature requires switch architectures
with enough processing power that support such flexibilities.
This is a future work of this project.

The limitations of our proposed method are that the
switches should have the layer 2 protocol defined in the
switches (as a built-in protocol) and we should reuse a field
from its header to have the ability to specify the next layer
protocol to process the packets. While supporting new link
layer protocols can be investigated as a future work. Finally,
a common requirement to deploy all of the proposed solu-
tions for data plane programmability, including our solution,
is replacing the network switches to support the proposed
solutions’ capabilities.

The proposed method like any other method has to deal
with security aspects. These issues are not addressed in this
paper and can be investigated in future works.
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